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Tracking Downloads

LUCY is able to track the download of any file (EXE, PDF; XLS etc.) uploaded to the server.

Where is the tracking data visible?

e Report: Within the report, you can generate the tracking stats using the %charts.files% and
%victim.table% variables.

e Export: Within the raw CSV export you have the tracking included

e Dashboard: downloads are visible at different parts of the dashboard:

Campatgn Slatus i ' II
B A e

testfile

Results Tima Mame  Emad Phone Fila

1807 2049 96:26:08 Semge sergeE ucysscunty com - “#iord Macro POST ONLY "Recsipl”

LUCY - https://wiki.lucysecurity.com/


https://wiki.lucysecurity.com/lib/exe/detail.php?id=tracking_downloads&media=file_down_1.png

Last update: 2020/08/12 23:31

tracking_downloads https://wiki.lucysecurity.com/doku.php?id=tracking_downloads

Ham#

Hame
Email
Phane
User Histon

Lure Sent
Message Sent
Traiming Sent
Reported

Success Rate
Click Rate

Chchs

Sucoesstul Attack
Traimad

Sut Of Office
Bounced
Responded

Scanarsa Tetal Time
indes nimi

1 0 1 0 1 1

o% Ua Plugns SUCCESS Train

|ii.l||||:m>- Firefcx 68 ﬂ o o o X
Serge Plugins

SENQRIE R YRaC U Ry COm Shockwave Flash 32 0

‘uinerable Applications |0) &
Hi&
1507 2019 16:24:4%

i

@ =
E-R-]
& F

LI I O B S}

£ 346
F ]

Configuration Duownloaded Files

(LT =

o5
Browser
I®

Windows 10
Firefou 68
192 1668.601

What do | need to do to make a file download trackable?

In order for LUCY to track the download, you need to append a variable called "?track" after the
download link. Example: let's assume you upload a PDF file to LUCY. This file needs to be placed in
the "static" directory of the server. The track variable can be placed after the filename like this:

%static%/example.pdf?track

Note: LUCY offers you within the web editor the option to quickly insert a file that can be tracked. Just
select (1) where you want to place the file and then click on the button "insert trackable PDF" (2):
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File Browser in LUCY

You can upload any file or image using the built-in File Browser. It is accessible within the scenario
when you edit the landing page or message template. To find more information about the feature,
please, consult this documentation .

Editing Examples: upload a custom image and link it to a
word file with a macro

Question: How can | upload a custom image in a landing page and link it to a custom designed,
trackable word file that contains a macro simulation?

Use your mouse cursor to select the position in the template where you want to upload the image to
(1). Click on the button "upload image or file" (2). This opens a popup menu with multiple tabs. Click
on the 3rd tab "upload" and select the image which you want to upload (3). Click on "send to server"
(4). After the image has been uploaded click on ok (5) to insert the image.
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In case you cannot place the mouse cursor, you can also insert a layer (a). You can move the layer to
the desired position and then insert the cursor where it says "insert your text" (b).
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Now you need to link the image to the malware simulation. In case you use the standard malware
simulations within the file template section you can click on the image, then on the link symbol in the
editor and insert a link like this example: %static%/info.doc?track (for the file template "MACRO -
POST ONLY"). The "?track" variable at the end of the link allows you to track the download of the file.
In case you want to customize the malware simulation you first need to make a copy of the according
file template (a), then click on the copied file template (b) and download the according word file ©.

1 new templates available!
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Now you can re-design (d) and rename (e) the file template. Make sure that the Macro is disabled
during the whole opening & editing process:
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| SICHERHEITSWARMNUNG Makros wurden deaktiviert. Inhalt aktivieren

Please activate macros to see the updated content.

d CustomDesign_:

Once you are done, you can upload the customized file template back to LUCY (f) and give it a new
name (g). Please save the changes once you are done.
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Next go back to the landing page editor and select the image you uploaded (1). Now click on the
button "link symbol" (2). Insert the link to the new malware simulation. In case the word file is called
"my-doc.doc" the path must be "%static%/my_doc.doc?track" (3). Please press ok and then save the
changes to your template.
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Please make sure that the malware simulation dropdown item points to your new custom malware
simulation (1). If you preview (2) the template and test the download button, you should then see the
custom word template being downloaded if you click on your custom image.
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