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Introduction

Data anonymization is a type of information sanitization whose intent is privacy protection. It is the
process of either encrypting or removing personally identifiable information from data sets so that the
people whom the data describe remain anonymous. This is required by law in different countries.
Before we explain the Anonymisation of data, we want to answer a few questions regarding data
security & privacy:

e Where is LUCY storing and processing data? Lucy can be installed On-Site or on a cloud
server. All data is stored within LUCY, no matter where it is installed. No LUCY employee has
access to the client's data, unless it was approved in written by the client.

e Where is data sent? No personalized information that falls under GDPR ever gets transmitted
outside of LUCY. As you can see in this chapter, LUCY uses some connections to centralized
servers (e.g. update server). This is only for maintenance reasons and to maintain the
functionality.

* Do we have a data processing agreement: We do. Please visit this chapter

¢ Protecting personal data: Lucy encrypts the data and offers many possibilities to secure
access to the data.

» Collecting personal data: In certain countries, you are not allowed to collect personalized
data (e.g. who failed a phishing simulation and who did not pass a training). In such a case you
need to enable anonymous mode in LUCY. This will be described in the next chapter.

What type of data can get logged in LUCY?

LUCY needs in minumum only email adresses (or in case of Smishing attacks phone numbers). In case
of anonymization there is no personalized data logged at all. The following (not complete) list shows
all the information that can be collected within a phishing or awareness campaign. Please note that
every client can decide what data gets logged within a campaign.

1. Emails Opened: Recipients opened the email
2. Link Clicks: Recipients clicked the link in the email
3. Successful Attacks: Recipients submitted data in a form (e.qg. login data that is submitted via
a form based POST request), clicked on a link, executed a file etc.
4. Hourly Stats: Page views, link clicks, successful attacks, invalid submits, etc.
Daily Stats: Page views, link clicks, successful attacks, invalid submits, etc.
Recipient Criteria's: Based on the usage of additional fields in the recipients list you can sort
and filter the statistics for each field
Operating System Of recipient. This information is based on the user agent string
Browser type of the recipient
9. Browser Plugins of the recipient
10. File downloads
11. IP: Remote IP address of your recipient.
12. Vulnerable Browser | Vulnerable Client: Based on the user agent, LUCY will tell you if there
is any vulnerability.
13. Time based stats: How long does the user stay on each landing page
14. User history: Historical user statistics
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15. Awareness stats: Number of users trained, % correct questions, training results, users who
did not start/finish training etc.

Anonymisation of personal data within a campaign

Within a campaign you can enable anonymous mode in the base settings:

Configuration

Base Setings Enduser Profiles Enabled

Track Responses @

Ermail Tracking ©
Antivirus/Firewall v 8
Protection
i Interval
Advanced Settings
Allow Awareness Reschaduling
Ignore repeated aNswers in awananess
Stop the Campaign Automatically €
Afer | stop the campaign, send me a regort 1o
Logs defauli@user com

# Pinmed
Delete Protection

Enabie Anonymous Mode

Please note that this operation cannot be undone!

The personal information is then no longer visible:
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Awarenass Wabsite

Benchmark

Report Mame Plugins
{Epods E-mail

£ i Phane
g User History Vulnerable Applications (D) @
LT
: . Lure Sent -
Configunaiion Meassage Sent 15.11.2018 13:23:03
Training Sent o
Basze Settings Repored -
Awaraness Satings Success Rate 100.00%
Click Hate 100.00%
Echadula Cliks 1
Successful Anack o
TR Trained -
Hg ipients
Downloaded Files -

If you also want to anonymize additional statistical data (browser, IP, etc.), you can set this in the
advanced settings:
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Date & Time 15.11.2018 14:11 =
Time Zone Zurich - UTC+01:00 r
Date Format 15.11.2018 L
Use Proxy @
Password Settings Set User Password Policy
Rotation Period Off vy ©
Bruteforce Protection Enable Security Image @
2FA Key o

# Enable Ajax Updating

Ajax Update Period 5
(seconds)
Export Data Separator Tab vy ©
Export Double Quotes Enclose In Double Quotes @
Campaign Approval 5 (2]
Period (days)
Spam Test Use Full Blacklist @
Recipients Generate Short Recipient Links @
Let's Encrypt Autorenaw
Campaigns Disable Campaign Checks
Benchmark Sharing Send Anonymous Benchmark Data

# Don't ask to send Anonymous Benchmark Data

Anonymous settings Anonymize Recipient |dentifical Data (browser, 05,

location)

Additional anonymization options are possible in LUCY (under /settings/advanced settings):
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Anonymize Recipient Hide the following fields in Anonymous Campaigns and
Attributes Scenarios

Hide Country Attribute
Hide OS5 Aftribute

Hide Browser Attnbute
Hide Location Attribute
Hide Division Attribute
Hide Comment Attnibute

Hide Staff Type Attribute

Every campaign needs a recipient group to work. The recipient group are the users who receive the
attack simulation or awareness content. You can create multiple groups for a single campaign. Groups
can be used within LUCY to target users with specific phishing or training campaigns. Many
organizations start by grouping users by department, location (if you have multiple office locations),
or even domains (if there are multiple domains). The recipients can be in any number of groups and
you can set up an unlimited number of groups.

How to Enter Your Recipients?

Recipients and groups can be configured under Admin/Recipients.

Recipients . e

Drynamc DS HEp

_ AOap] Sumoong Tooke Use thes bufion 1o creale your first

Ietipienl group

Copynght & 2000 Lucy
You can either add them manually (1), import them (2) or search the internet by using the "SCAN
FEATURE" (3). The groups are always defined globally and you can re-use them among different
campaigns.
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Test Group 1 R [

T

e B

We recommend importing them because it will enable you to create a custom text file with additional
information about each target user (e.g. defining the division or location where they work). This
information can later be used for automatic analysis and statistics. The more information you provide,
the better.

Note: Searching the internet without a Bing or Google APl won't get you the same results as if you
searched directly with a search engine.

Process of anonymization

The recipients for the campaign can be imported via file or via LDAP. The recipients can contain the
following attributes:

e 1.Email - Recipient's e-mail address

e 2.Name - Recipient's name

e 3.Staff - Job position or related

¢ 4. Location - Recipient's location

e 5.Division - Company division

e 6.Comment - Any custom comment

e 7.Link - Unique link part for the Landing Page.
e 8.Phone - recipient phone number

e 9.Language - recipient language

Once you imported the recipients, you have to associate the recipients with a specific
campaign(attack simulation or awareness training):

Campaipn States Kot Stared h'

Max1 (copy)

Results a
M Lrenario Wapping Aeciplents
E ; Campaign + Awaranss ) x
[ 1 ] Jadmin/recipient/230
Configuratiaon

e
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After you start a campaign in anonymous mode you will only be able to see general statistics:
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If you have less than 10 employees in a division, location etc, the marked stats will also not be visible:
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