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Clicks history

Clicks history

Starting from Lucy v4.8.4 it is possible to monitor individual click statistics for each recipient.

Clicks History

Browser

Chrome 97 4692

Chromea 92 4515

Slackbot-LinkExpanding 1

Chrome 97.45892

Chrome 97 4692

0S5

Windows

Android

Other

Windows

Windows

IP

95.216.95.54

81.9.127. 3

44182583

5.18.245157

5.16.245197

Clicked at

03.02.2022 14:05:25

03.02.2022 14:05:45

03.02.2022 15:07-1

03.02.2022 15:07:16

03.02.2022 15:07:26

Aside from providing more detailed statistics on user actions, this functionality also might come in
handy in case of false positives in the campaign. For example, the Microsoft SafeLinks policy opens
the email and sends a request to the simulation URL which is considered by Lucy as a click. In that
case, due to poor whitelisting users that actually deleted or reported simulation emails will be still
counted as successfully attacked.

Now with Clicks History functionality, it is possible to keep track of IP addresses and User Agents from
which clicks originated. Thus, one is able to analyze and compare the IP address of the victim and

make sure the click was real.
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No additional configuration is required, requests are automatically gathered by Lucy from the web-
server log and is added to the victim's record. Clicks statistics can be found under Statistics =
Recipients. Open the details of a particular recipient and you'll find the table with detailed stats. It's
also possible to export clicks statistics in CSV format along with the rest of the campaign data. No
additional steps are required in order to enable functionality.
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