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Charts and Screenshots
includes all available charts listed below

Variable Example
%charts%
5 * 5 * 5 » 5
%charts.summary%
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Variable Example
Event Stats Chart
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Variable E pl
Map
%charts.countries%
* | —
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Variable Example
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Variable Example
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Variable pl
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%charts.responses%
0.00% of 'out of office’ 33.33% of the messages were 11.11% of recipients
responses bounced responded

%awareness.website%

IT SECURITY TRAINING LIBRARY

Security

Home

Web based training

COMPANY X e s e
IT SECURITY S|
Email Security Course General Security Awareness Mixed Awareness - Long
(Version 2.2) Course (V2.3) Versien 2.2
@ 0 Minutes @ 520 Minutes @ 0-15 Minutes
1N this short security course, tie This a fully customizable securlty This mixed Nteractive awareness

useris presented a few farts abour
common threats and phishing, maiwars, clean desk contact, quiz and videa section
countarmeastres regarding amail policy. secure passwords, vishing, The quiz contains 20 mail

ty. shaulder surfing, ete.

sec

spotthe phishing scam. Ot
customization options are defined
Intherea more..

OOPS, YOU CLICKED A

PHISHING LINK!

%awareness.mail%

Dear John Doe,

We sent an email to & number of employees this morning. The goal of this ernail was to test the behaviour of our employees upon
racaipt of a "chisring emall." A phishing emall Is one that may look propar and official (DUL Isn't) and reqUests That the Lser do
something or give information. It seems that you did not spot the scam

Only working together can we lkeep our [T security at a high lewvel. If you want to improve your know-haw in detecting phishing
attacks, visit our short training here

Kind Regards,

Your Neme

Your compary

%message.screen%

Dear John Doe,
Thanks again for reserving a domain with the following parameters with our hosting services:

* John Doe
® test@test.com

We already created your personal profile page with the content that has been uploaded. Please take a moment to verify the
profile page quickly. If we don't hear from you within the next 5 days we will publish the page.

Domain Registration Services

Domain Profile

REGISTRATION SERVICES

Domain Registration AG
Darmtorstrafe 30

Tel. +41 71419 131.0
Fax +41 71419 131-11
E-Mail: info@domainsreaistration.ch
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Variable E

ADD PHOTO +

John Doe

Currently employed at Big5Services SA (USA))

Status: "Your profile

needs approval"

%landing.screen%

About  MyHome  Photos @)  References @)

Friends @)

Download "John
Doe's" full Profile CV.

LogIn

%logo%

Tables & Lists

Variable Example

Introduction and Goals

%table.contents% Phishing Campaign Statistics
Awareness (e-Learning) Statistics

Custom section

Ao

Procedure, Preparation and Basic Campaign Setup
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Tables & Lists

Variable Example
Campaign Status

Campaign: Plugin test

Started at: 21.12.2018 11:33:01
Stopped at:  24.12.2018 08:55:54
Noles: -

Campaign Scenarios
Scenario  phish

Template Bookling (Petya Ransomware) ver.2.2
The recipient gets a booking confirmation "Your Booking Berlin Novut Hotel is confirmed".
After the link click the user gets redirected to a landing page where he can authenticate with
his credentials and download an Word Document. The Word File is required to cancel the
reservation and refund the money. Office files containing a Macro are the typical entry point
for malware (seen in attacks like Petya).

Domain 192.168.60.129

S5L No

0, i 0,
%system.info% E-Mail Serge =serge@sendgrid.net>

Random E-mail: No
Forward E-mail:
Subject: Your Booking "Berlin Novul Hotel" is confirmed

Collect Partial
Data

Redirect —
URL:

Double No
Barrel

Regexp Login Regexp: \wW*\w
Password Regexp: —

¢ E-Mails Sent: 1 /2 (50.00%)

s Clicks: 1 /2 (30.00%)

o Successful Attacks: 0/ 2 (0.00%)

« 50.00% of all users has clicked the link

+« 0.00% of all users has heen attacked successfully (submitted their password, opened an attachment,

etc)
Name Value
%file.settings% Display GUI (0-4) 1
Text Message VPN Client Error X1201

Scenarios Settings

Track
Opened Success Collect Double Url File
. . Template Name Domain Languages Anonymous Emails Action Data Barrel Shortener Type
%scenarios.settings%
Affordable test test123.cloudspace365.solutions  English N Y Data Partial N -
car leasing Submit
for
employees
Redirect URL Sender Name Sender E-mail Subject
%message.settings%
10 Serge testtest@sendgrid.net Serge
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Variable Example
Rule Emails
Type Type Time Zone Start Date Stop Date Scenarios
%schedulers%
One-shot  All Europe/Zurich 28.12.2018 28.12.2018 Javaapplet -
18:59 19:59 Scenario

Domain 192.168.60.129
) Quiz N
%awareness.settings%
Published 2018-12-1013:12:22
Page Views 0
%data% Serge, serge@lucysecurity.com {"data": {"login":"asdasd","password":"asdasd","submit":"Login"} }
Fields Values
%additional.fields%
Staff Types Lucy
Lure Mail
Recipient Submitted Submitted Clicked Succ Place 0s Scenario
%victim.table% )
Serg, - 25.12.2018 25.12.2018 25.12.2018 192.168.60.1 Windows 10, 1
sergelucy @outlook.com 10:49:01 10:49:12 11:50:26 Firefox 64
Question Correct Answers
Yahoo Mail 100
HSBC Internet Banking 66
Facebook Login 66
Twitter Login 66
%quiz% Amazon Login 66
Ebay Login 66
Zynga Poker Login 66
Dropbox Login 66
Batlle.net Login 66
Hulu Login 100
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Tables & Lists

Variable Example
VBScript
i E-mail
Silverlight
i E-mail

%analyse.stats%

Websockets
iy E-mail
WebRTC
iy E-mail
Campaign Messages Sent Mails Opened Clicks Succeeded
%benchmark.stats% LucyTest 4 (66 %) 0 (0 %) 1 (16 %) 1 (16 %)
Campaign Messages Sent Mails Opened Clicks Succeeded
%compare.stats% Javaapplet 0 (0 %) 0 (0 %) 0 (0 %) 0(0 %)
LucyTest 2 (100 %) 0(0%) 1(50 %) 1 (50 %)
Text values
Variable Example
%report.createdate% 29.12.2018 10:02:26
%report.author% Lucy
%startdate% 04.12.2018 16:02:42
%finishdate% 10.12.2018 12:10:20
%file.formats% Java Applet
%scenarios.number% 1
%scenarios.names% TestScenario
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Text values
Variable Example
%scenarios.types% Web Based
%client% Lucy Client
%opened% 100%
%clicked% 50%
%domains% lucysecurity.com
%timezone% Europe/Zurich
%recipients.groups% Support, TestRecipients
%awareness.name% LucyTestAwareness
%awareness.sent% 1/50%
%awareness.incomplete%|1/100%
%awareness.completed% |1/100%
%questions.number% 3
%data.number% 2/100%
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