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In phishing simulations different file formats can be offered either as mail attachments or as
downloads on a website.

DOWNLOADS

Measuring downloads: LUCY can manage any file format (ppt, word, mp3 etc.) on a website and
then measure whether the user has downloaded the file. See chapter "Tracking Downloads".

EXECUTION

Measuring the execution: LUCY offers the possibility to measure the execution of the file types.
Active contents must be used. LUCY offers the following formats in this context:

e PDF (with exe in the attachment)

e Archive (e.g. Zip) with exe in archive

e Office file (e.g. Excel or Word Macro)

e Exe

 Java Applet (signed)

* Java Applet, which executes executable locally
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