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HTML File Attack

File-based attacks allow the LUCY administrator to integrate different file types (office documents with
macros, executables, HTML, etc.) into mail attachments or websites generated on LUCY and to
measure their download or execution rate.

In this article, the process of creation of the HTML file-based attack is described.
For the main file-based attack simulation explanation please refer to this article.

Initial Preparation

In order to be able to configure this type of attack, please make sure to download the required
template from this section:
Settings > Templates > Download Templates.

DDW nload Te.m p I ates Hide Installed Check All Available Attachment Templates ~ Sort = + Install =
Q Allack Tempilates
Attachment Template | Malware Testing Toolkit Lite Awareness Templates
Tesl if the largel syslem is vulnerable bo miscelanacws malware lechnabogies. The Lile version of the locl doas mol Beport Tempolates

nchuda he Mimiaiz app and IE Pass'iew uiiily
Mail Plugin Templates

Attachment Template | HTLL (Redirect Receipt

Thits HTML bemplabe, when opened. redirects 1o e scenanio phishing websie wilhoul fransfering any data. 1® is used
for 3 Partable Media Attack (USE| of File ANack campaign

Use the filter to show only Attachment Templates and installed all available.

Attack Setup

To set up the campaign please use Wizard (New Campaign button).
Chose an option "Attack Simulation" and press Next.
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X Close
Campaign Wizard: Type

1. Type Please choose a campaign type you would like to use.
2. Campaign

Type Description
3. Recipients
4. Review WIEh an atack simulaton (phishing, malware, smishing, USE attacks, 0. ) you Can test whether your emgioyess are

o ‘ really familiar with the dangers of the Infernet Your Softeare Mame provides a “safe keaming emvironmen!™ where

5. Finish employees can experience what real attacks would feel like

Attack

Simulation

Close knowledge gaps with Your Software Name's E-Leaming. Your Software Name offers mone than 200 interactive
wel-Dasad raining modules (videos, tests, quizzes, games, eic.) on vanous security topics that can be provided 1o
employess based on the resulfs of the attack simulations or independentty of them

Find out what kind of dangerous file types can get to the employee's Inbox, what can be downloaded and how big the
rigk s, If such a file is actually executed. Test ihe local windows security seflings. the nisks associated with downloads
and the securty of your mail infrastruciure-1esis-ypes

A

Infrastructure
Tests

aclively imlegrates your empioyeses inty detection of and fight against cyber-attacks. Suspicious e-mails can be
reparted with just one click and removed from the Inbax. In the Your Software Mame envirgnment the e-maits then

q analyzed and evaluated

Engage
Employees

.’ Turn your employees into human firewalls. The Your Software Name mail plugin for GMail, Outlook & Office 365

Skip the wizard and enable expert setup Next ¥

On the next screen select "File Attack" and press Next.
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X Close
Campalgn Wizard: Attack Simulation

1. Type Please choose an attack simulation type you would like to use,

2. Attack Simulation

Data Entry Attack

Data enfry atlack can inClude one or

Hyperlink Attack

A hyperlink-based attack will send users

[

. Campaign

anlains a randomized
tracking URL 1o identify the user who
clicked the link T ne landing
v rvalved in this gn type

an e-mail 1hal

4. Attack Template

on

. Attack Settings

6. File Settings

. Recipients

8. Review

4]

. Finish

attacks allow the Your
e Mame administrator fo e
niegrale  difierent file types [(ofce
documents  with  macrs PDFs
executebles, MP3s, efc) mio mail

attachments or websites generated on
Your Software Name and 1o measure activation (execution) of th
Their downiload or execulion rale files can be fracked in Your Software

Smishing

Enter the required fields for the campaign configuration. Create a client or choose the built-in client (a
client can be your own organization or the company that asked you to perform a phishing test). This is
important because you can also create view only accounts which are associated with those clients.

Then you need to select one or multiple phishing scenarios. Since you are going to do a file-based
attack you need to pick a scenario either from the "file-based templates" or the "mixed templates".

Once you have selected the scenario, you need to configure the Base Settings of the campaign. First,
give your campaign a name and then choose how your recipients will be able to access LUCY by
defining the Domain. Finding the appropriate domain name is a very important step for success and it
depends very much on your campaign scenario. If you plan to create a fake webmail login you might
try to reserve a domain like "webmail-server365.com" and point it to LUCY.

Once you reach the 6th stage of configuration, there will be a screen of the Malware Simulation
options.
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Campaign Wizard: File Settings

Configure your file

1. Type
2. Attack Simulation ]
File Type MIA hd
3. Campalign
4. Attack Template Dellvery Add as a mail attachment

5. Attack Settings Method Insert into landing page

6. File Settings
Malware Simulation
7. Recipients
8. Review Fila HTML (Redirect) v
9. Finish B
Description This HTML template, when opened Ie..,l ecls 1ot Pbue arlo phishing web .;HE» without transferring
any data. It is used for a Portable Media Attack (USEB) or File Altack campaign,

For the HTML attack, the File Type should be left default.
Delivery Method can be chosen between "Add as a mail attachment" and "Insert into landing page"
options.

And as for the file make sure to select HTML template from the drop-down menu.
Description: This HTML template, when opened, redirects to the scenario phishing website without
transferring any data. It is used for a Portable Media Attack (USB) or File Attack campaign.

Finish the campaign configuration by adding the recipient groups.
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