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WITH LUCY, you can carry out multi-stage attacks and start automated or manual, interactive
communication with the recipients. Two functions are available for this purpose:

LUCY Mail Manager
LURE attack type

Double Barrel Attack

When using Double Barrel Attack, the system first sends a “Lure” email containing some teaser text.
After that, the system waits for a while (you can configure that time in settings below) and sends an
actual phishing email. The “Lure” delay defines, in seconds, the time frame between the Lure and the
attack emails for a Double-Barrel Attack.

To configure the LURE attack, please enable the options in the scenario settings:

Once enabled, you can configure the lure template in the settings to the left:
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You can use the scheduler to delay the lure and attack template.

Mail Manager

The mail manager allows interactive communication with the recipient. First of all, this type of
communication must be activated in the campaign. Please make sure the MX record for the sender
email points to LUCY. See response detection chapter.

You can the see email replies in the mail manager which is accessible here:

https://wiki.lucysecurity.com/doku.php?id=scheduler
https://wiki.lucysecurity.com/doku.php?id=response_detection
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The multi-staged interactive communication can then continue within the mail manager:
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