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Single sign-on authentication (SSO)

Background Info

!

|
S This feature is available in Lucy 4.6 or newer version.

Lucy allows you to set the SSO authentication by using the Lightweight Directory Access Protocol
(LDAP) to access Admin console and EndUser portal. This also allows you to use a non-unique link for
the awareness website within a campaign.

In general terms, SSO in Lucy can be used for:

e authorization on Lucy’s admin console and End-User portal:
e to identify users on awareness website.

Where can this be configured?

To use SSO in Lucy you should have installed Active Directory Federation Services (AD FS) on your
Windows server. Lucy uses Security Assertion Markup Language 2.0 (SAML 2.0) for exchanging
authentication and authorization data, which supports the following versions of AD FS:

e ADFS 2.0 (Windows Server 2008 and Windows Server 2008 R2)
e ADFS 2.1 (Windows Server 2012)

e ADFS 3.0 (Windows Server 2012 R2)

e ADFS 4.0 (Windows Server 2016)

e ADFS 5.0 (Windows Server 2019)

The connection to the AD FS can be configured within the Settings / SSO Configuration:
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What preparations need to be done before connecting to AD
FS?

e Upload or create an SSL certificate for Lucy Admin console - see this article.

e Make sure you have an Administrator account in Lucy (Settings> Users) with an email address
that corresponds to your Windows account in Active Directory. Both accounts must have the
same email address:
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e Download the FederationMetadata.xml file from your AD FS server. Log in to Windows Server >
open Server Manager > click Tools > click AD FS Management > expand Service and
select the Endpoints node:
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For example, your Federation Service is located at https://fs.domain.tld/, then the link to download the
FederationMetadata.xml file looks like:
https://fs.domain.tld/FederationMetadata/2007-06/FederationMetadata.xml

* Open a browser and navigate to the FederationMetadata.xml location where you’ll be prompted

to save the file to disk.

Enable Single sign-on in Lucy

* Navigate to the SSO Configuration page
¢ Active the option "Enable Active Directory FS"
e Insert the URL in to the field Identity Provider Endpoint:

The URL of Identity Provider Endpoint can be taken from the FederationMetadata.xml file we
downloaded earlier:
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e Select the FederationMetadata.xml file in to the field Identity Provider Server XML
metadata.
e Insert the Thumbprint information in to the field Identity Provider Certificate Thumbprint:

The Certificate Thumbprint can be taken from the AD FS server. Open Server Manager > click Tools
> click AD FS Management > expand Service and select the Certificates node > open the
certificate from the "Token-signing" section:
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In the end, the SSO Configuration page will look like this:
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Create the Relying Party Trust in AD FS

e Copy the Lucy Metadata Endpoint link from the SSO Configuration page:
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e On your AD FS server, open the AD FS Management console, expand Trust Relationships
and select the Relying Party Trusts node. In the Actions pane, click Add Relying Party
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e Click Start then paste the Entity ID url in to the Federation Metadata address field and click
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Next.

Select an option that this wizard will use to obtain data sbout this relying party:

(® Inport data about the relving paty published orling or on a local netwark

Lise this option to impart the necessary data and cestificates from a relying party organization that publishes
its federation metadata onling or on & local network.

Fadermstion metadata address (host name or AL

) Import data about the rehving party from a file

Lise this option to import the necessary data and cestificates from a relying party organization that has
expoted its federation metadata to a fie. Ensure that this file is from a tnested source. This wizard will not

validate the source of the file,
Fadermation metadata fie ocation:

() Erter data about the rehing party manually

e Accept the warning:

7R e A et W S S T P [ W TR et PR T B P Tl |

Example: f2 contess com or https./www conleso com./app

Some of the content in the federstion metadata was skipped becauss i is not supported by AD FS. Review the properties

of the trust cansfully bafors you save the trust to the AD FS corfiguration databass.

(Z) Enter data about tha relying party manualy

e Click the Next button in the wizard until you reach the Ready To Add Trust page. Check the
Encryption and Signature tabs have certificates associated with them:
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The refying party trust has been configured. Review the following settings, and then click Neod to add the:
refying party trust to the AD FS configuration database

Select Data Source
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¢ Click Next and the Relying Party Trust is added:
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¢ Select the Relying Party Trust you have just added and then click Edit Claim Rules:
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e Add an Issuance Transform Rule based on the Send LDAP Attributes as Claims template:
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The fallawing transfom niles specly the claims that wil be sent to the rehing party.

Order  Rule Name lssued Claims

[(Add Rde... | Est Ruie. | [ Remove Fue...

Select Rule Template

—— Select the template for the claim rule that you want 1o create from the following list, The description provides
@ Choose Rule Type detals about each clam rule template.
@ Configure Clam Rule Claim rule template:

Send LDAP Aftrbutes s Claims vl

Claim rule template description:

Using the Send LDAFP Attribute as Claims rule template you can select atinbutes from an LDAP atinbute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this nule type. For example, you can use this nile template to create
a rule that wil extract attribute values for authenticated usens from the displayMame and telephoneNumber
Active Direclory attibutes and then send those values as two different outgoing claims. This rube may abso
be used o send al of the user's group memberships. F you want to only send individual group
memberships, use the Send Group Membership as a Clam nule template.

e Select UPN, uid and mail as shown on the screenshot below:
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Sieps *You can corfigure this nde to send the values of LDAP stribites as clams. Select an strisute stor from
@ Choose Fule Type which to exiract LDAP attibutes. Specly how the atirbutes will map 1o the oulgoing claim types that wil be
Configure Clam Fule i
= . Issued
Claim rule name:
UEN

Rule template: Send LOAF Attnbutes as Claims

| Active Directory | v}
| |
Mapping of LDAP attributes to cutgoing claim types:
LOAP Agtribwte (Select or type to D e e e o el
User-Principal-hame v [UPN v
SAM-Azcount-Name  fuid W
v | [EMai-addresses v Jmail v
1
W

e Add another Issuance Transform Rule based on the Transform an Incoming Claim
template:

Select Rule Template
— Select the template for the claim rule that you want to create from the following list. The descrplion provides
@ Choose Bule Type details sbout each daim nule template,
@ Configure Claim Rule Claim rule 8-
|Tﬂiﬂmmtmn‘-g{tin I Vl
Claim rule template description:

Lising the: Transform an Incoming Claim rule template you can select an incoming caim, change its daim
type. and optionally change is claim value. For example, you can use this nule template to create a rule

thiat will send a role claim with the same dlaim value of an incoming growp clam. You can aleo use this

nie to send a group claim with a claim value of “Purchasers" when there is an incoming group cdaim with
a value of "Admins". Multiple claims with the same claim type may be emitted from this nule. Sources of
incoming clams vary based on the rules being edied. For mare infomation on the sources of incoming

claime, chck Help.
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*ou can configure this nule to map an incoming claim type to an cutgoing claim type. As an option, you can
alzo map an incoming claim value to an oulgoing claim value. Specly the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a mew claim value.

Claim rule name:

i Fule template: Transform an Incoming Claim

Incoming claim type: UPN
ncaming name |0 format |Unspeched

Outgaing claim type: |NameID

Outgoing name (D format:  Transient identfier

(@) Pass through all claim values

() Replace an incoming claim value with a diferent outgoing claim valua

Incoming clam value

Uutgoing claim value

() Replace incoming e-mal sufec claims with 3 new e-mail suffx

r.-—..'. e-man = .'T:l

Bxample: fabrkam com

¢ Once configured, you should have two Issuance Transform Rules that look as follows:

Issuance Transform Aules | ssuance Autheezation Fules | Delegation Authorization Rules |

Thea follwing transfom rules spacy the claima that will be sent to the refying party.

Crder  Rule Mame
1 UPN
2 Required Outgaing Name Identfar

Testing Authentication

Now that we have configured Lucy as the service provider, ADFS as the identity provider (IdP),
exchanged metadata between the two and configured some basic claims rules. We are now able to

test authentication.

* Navigate to the SSO Configuration page in Lucy Admin console and click the button Test

Connection:
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SSO Configuration

B Tegt Connection
B e =

Identity it pes £ “adfs's
Provider
Endpaint

Identity I _Bowse.

Provider Server
XML metadata

Identity
Provider
Certificate

¢ You will be immediately forwarded to the AD FS server (or Web Application Proxy depending on
how your AD FS farm is configured). Enter your user ID in the format "domain\user" or
"user@domain":

i o A Mot secure s adis lucyssourity host/adfs 1575 AMLRequest=pWida %2 BNwEPwrRu%2 BXHDu X wCLISE... 1r L ;h ﬂ
Lucy Security

Sign in with your erganizational sccount

|51.l|}ﬂl:ll'|'ﬁ|:ap-|ul.';‘ieturlh' host -] |

Note ~ User ID may differ from the E-mail address specified in the Active Directory attributes. If
this is the case, you can enabled Alternate Login ID. Microsoft strongly recommend using the mail
attribute for sign in.

e Once signed in, you will be bounced back to Lucy Admin console. If an error occurs, double-
check everything and then check the Event Viewer for hints as to what could have gone wrong.

¢ Click Logout to test this works as expected. On the Login page you can now choose a way of
login to the Admin console:
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Login
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Password
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Login
LLogjin walh singie Sin-on

Lucy Security AG

Enable SSO for Awareness Websites

This option allows you to obtain a static link of the awareness website. This can be useful in the case
when you do not need to send e-mail messages to each user, and to distribute only one link through
other sources. The link is unique in the context of a specific awareness scenario and campaign.

!

d
S The list of possible domains for the awareness web site is limited to those domains that you
added to the Relying Party Trust in AD FS. You can add as many domains as you need by simply
replacing the domain name in the Lucy Metadata Endpoint link.

The option SSO for Awareness Websites is available in the Base Settings section of campaign:

Configuratian
YR
g User Profils Domal b
Page Link
] Emduser Direcl Login @
h O Track Respons=s @
Advanced Sellings
] Email Tracking @
AntiwirusFirawall m L]
Cusiom Fialds Protection
Irbersal
1] Alice Awareness Res:hacuing
Logs [ igrecee repeated answers in awansness

[ Stop the Campaign Sulomatcaly &

[ Aer | stop the campagn, send me 3 repor 1o
suppatiucysecunty com

1 Pinned

O Dkt Pros

B Erabie 550 for Awareness Websiles I
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The option can be used in conjunction with the option "Do not send emails" (Awareness Settings)
that blocking the sending of e-mail messages to users:

AVDid & REC- i Campaign Status  Running II

Name Avoid & Recognize Phishing Attacks
Base Seftings

Risk Lewvel D &

B Website Enabled

Create Awareness Training Diploma @

EA Do not send emails

Languages = Dutch W
&y English ®
o ddd -

Page Views 1

The global link that can be used by users to access awareness website is placed under the Website
section of the Awareness Settings:

In ternet Sec Campaign Seatue: Hot Staried ’ B Export 10 SC0RM D Uplaad Webpage
Demain ACORES. CIUKISErVarTES L0 7]
_ : e
a Preaview kink hlps Faccess Cloudseryer TR comiawansress
FATRECATEE 331 SebSSToEbe 2530 dc Bbabs T 31 ee e EEEN SObTEEEeeE 530
111 inaess rimi

Tlobal Mnk niips UBCess Cloudsener TE comiavarensss
IR ATIECITOET 2 Sebl S TDEDE2 5 A0 cIba bS TN 12 BAE0EBEN S0D T b BEISSE 530

Languags English
Quick Tips
File itz i - ® 0
Q Awareness Website vanabies
8 Dug Inlegration
© Creale Cusiom Vides Content Bews @ 0B @ B b o @ 4 G W

mE & OO = =

!

d
Note = In order this feature to work you should also enable SSL for the domain used in the
awareness scenario:
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SSL Settings

Troubleshooting

Campaign Status  Running ll
[

Iu Use Cuslom SSL Cenificate @ I

S5L Provider Let's Encrypl
EA Enabie Domain Checking
Damain ACLESS CloudserverTE ¢om
L vl 5 @ put vl
Al 1 e P ]
bt 1L
Email |

Issue: An error occurs when importing a data about the relying party (Lucy Metadata Endpoint URL):

Error - AD FS Management

B eivor pooumesd dusng o atiempt b read the federation metadata. Venly that the specfied URL or host rame i@ & vakd
iederation meindats endpont

Wiy your ey seneer setting. Far mam information abeut hew 1o warfy your prioey ssrver ssfing. aea tha A0 F5
Trobieshonting Guds s/ g monosolt com,Swink. ?Lnkckd=132185
Enor mesmage: Tres sequest was sbored Could rot orete S5LTLS seoune channsl

Solution: Copy the URL of Lucy Metadata Endpoint from the SSO Configuration page and paste into
the address bar in your browser. Rename the downloaded file to "lucy-sp.xml". Use the file to import

the data about relying party:

@ Selaci Deim Sowce

& Configue Bl factor
Muiterdcalon Mow?

& Chosee kbsuance
Futteriration Fules

@ Rawyio &dd Tnd

o R

Add Refying Party Truss Wizard

Seierd i oplion that s wizaed will uae o bt dala aboul this siieg party
Ipad: st mhiul He reling pasy pubshed onlres of on & kool netwiodc

ilam s opasniia rrpor lha nasmraan daes and merificsien irmm & mAeng party amarualon el muhkehan

w dachrntion meisdate oniire or on § iocel networ
Fackrniivn rasinclatn ahdmes el rr o UL

Espmpie: f.coniueo 0om ar s ‘www. CONOSD 00Ty B00
&) ot ciatw shoul the relving pasty from o fis

Lser s oo 0 e Lot ricsisdry dany ol centfscates [om & el [ty orgaratalon [hal P
exzoried i lederala melbdals |15 & fle. Erdure thal tha S i bom & used sowce. Thia witiand wll nat

vabdisla tha souce of tha fia

© Lsars'Adreragralor Dorerdosc by -ap 2l

Enter st sy thes rekansg sty man ally
Lism i opion S resrusly input tha necessary dals sbout s relying pary crpanizssion

Issue: A blank page is opened after successful login with a single sign-on.

Solution: The time difference between AD FS and Lucy servers can cause an authentication problem.
Make sure that the time zone setting is correct on the Advanced Settings page in Lucy.
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